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Who would win?
DEC PDP-7

1964

$72,000

Raspberry Pi RP2040

2021

1.16 €
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Who am I?
● 17+ years - Software developer
● Web, Desktop, Server, Embedded, Automotive
● Applying methods from one industry in others
● Recent interest: „Can we make embedded software 

more secure?“
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ThreadX
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The Problem
● Bulk of IoT systems runs 

unprotected kernels
● Existing solutions are too 

complicated to be 
understood

● Developers generally avoid 
the topic of memory 
isolation: „Its complicated“
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What if...
...we could simply write this?
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Process

.bss

.data

.stack

.text, .rodata

Memory Protection Unit

Base Address Size R/W

Base Address Size R/X

Base Address Size R/W

Base Address Size R/W

Isolation Using Processes
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...manual approach can access peripherals. This, can’t!

OK, but...
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Memory Protection Unit

Device Driver Process
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Drivers in Userspace

.bss

.data Base Address Size R/W

.mmio

Base Address Size R/W

Base Address Size R/W

Interrupt Service Handlers
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...manual approach can create shared memory. This, can’t!

OK, but...

mailto:nopisonnope@gmail.com


  nopisonnope@gmail.com                  ESE Kongress 2025

Client Process

Remote Procedure Calling

Client Thread

Server Process
RPC Call

Implementation

RPC
Service

Method Ref

Object Ref

Interface

:
:

Method

Method

Method
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Memory Protection Unit

Client Process

Server Process

RPC Enables Shared Memory

Base Address Size R/W

Base Address Size R/W.bss

.data Base Address Size R/W

.shared

Base Address Size R/W.stack
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CMRX microkernel
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Thread Management

RPC Dispatcher

Notifications

Timers

Low-level HW Mgmt

Thread

Thread

RPC Service

RPC Service

RPC Service

RPC Service Thread

Thread
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Why should I care?
● CRA recognizes memory isolation as technical requirement (ETSI EN 304 

626 draft, TR-MISO)
● Memory isolation may* be required for certain devices
● Device manufacturers must „Quickly inform users about incidents and 

provide mitigation measures.“
● Stating that your product is not affected due component integration 

specifics is valid mitigation measure.
● Fixing vulnerability still mandatory.
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Is It All Roses?
● HALs, SDKs, drivers, stacks: Memory isolation? Huh?
● Portability: a curse word
● ARMv6/7M and RV32E MPU (possibly others) have 

limitations
● „We are doing it like this for 15 years“
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Demos
● Lean peripheral emulation

https://github.com/ventzl/cmrx-examples

● Linux-hello subdirectory
– Emulated UART peripheral
– Exported as UNIX socket

● Graphic desktop demo
https://github.com/ventzl/cmrx-linux-target
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https://cmrxrtos.org https://github.com/ventzl/cmrx

Thank you!
Q&A

https://linkedin.com/in/eduard-drusa 
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